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THE SCALE OF CONSUMER CYBERCRIME

556 MILLIONcTivs PER YEQ‘E{*Z

*
MORE THAN THE ENTIRE POPULATION OF THE EUROPEAN UNION * 4K

1.5+ MILLION
VICTIMS PER DAY

18VICTIM®ER SECOND



THE SCALE OF CONSUMER CYBERCRIME

2/3 ONLINE ADULTS® g ®

HAVE BEEN VICTIMS OF CYBERCRIME IN THE

LIFETIME

A6%VICTIMS IN PAST YE£

CLOSE TO HALF OF ONLINE ADULTS HAVE FALLEN VICTIM TO ATTACKS
MALWARE, VIRUSES, HACKING, SCAMS, FRAUD & THEFT




THE GLOBAL PRICE TAG OF CONSUMER CYBERCRIME

$110 BN ll-

; THE COST AMERICANS SPEND ANNUALLY ON FA

85% OF DIRECT FINANCIAL COSTS
ARE A RESULT OF FRAUD,
REPAIRS, THEFT & LOSS

FRAUD; 42% US[E]_Q?

AVERAGE COST PER VICTIM

REPAIRZ6%

ENOUGH TO BUY? A 9 YMDRTH ORUTRITIOUS FOOD
THEFT OR LO FOR AFAMILYOFFOUR IN THE UNITED STATES “




THE GLOBAL PRICETAG OF CONSUMER CYBERCRIME
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CHANGING FACE OF CYBERCMBERCRIME GOES MOBILE
ASCONSUMERSO MOBILE, SO @YBERCRIMINALS

2/ 3 OF ADULTSSE A MOBILE
DEVICE TO ACCESS THE INTERNE

2X MOBILE VULNERABILITIES

MOBILE VULNERABILITIES DOUBLED IN 2011 FROM 2010*

31%OFI\/IOBILE USERS

w9/ 9L+£95 ! ¢9-¢ a9{{!'D9 Cwha {
REQUESTING THAT THEY CLICK ON AN EMBEDDED LINK OR
' bYbh2b b}ja. 9w ¢h w9e¢wL9+9 ! 4azxhlL

b9 ¢19, 5L5bQ¢

9al! L[ ¢
(April 2012)


http://www.symantec.com/threatreport/
http://www.symantec.com/threatreport/

CHANGING FACE OF CYBERCEMBERCRIME GOES MOBILE
X, 9¢ L¢ /!'b .9 tw9+x9b¢95

S50 0F abuLTs

HAVH.OST THEIR MOBDEVICE
ORHAD IT STOLEN

2/ 3

5hb Q¢ASECURITY SOLUTION
FORTHEIR MOBILEEVICE

D 449! w9 WARE

THATSECURITSOLUTIONSOR MOBILE DEVICES EXIST



RISKY BEHAVIOR ON POTENTIALLY UNSECERJRE Wi

A 4% oF apuiTs

ACCESS PERSONAL ENMEREE OR
UNSECURED YWICONNECTIONS

23 53 bk

OF ONLINE ADULTS
USE EREE puBLIC or  OF THOSE WHO USE FREE OR UNSECU

Wi-FI CONNECTIONBE CONCERNED ABC
U ool THE SECURIDF THEIR CONNECTION




RISKY BEHAVIOR ON POTENTIALLY UNSECRJRE WI




CHANGING FACE OF CYBERCEMWBERCRIME GOES SOCIAL

4/ 10 1/6

SOCIANETWORK USERS HAVE ' gsOCIANETWORK USERS REABRT SOMEONE HAS

FALLEN VICTINDCYBERCRIME ON HACKEINTO THEIR PROFILE RRETENDED BE
SOCIAL NETWORKING PLATFORMSHEM

3/4 1/10

BELIEVE CYBERCRIMINALS ARE SOCIAL NETWORK USER

SETTINGHEIRSIGHTS ON HAVE FALLBNCTIM TO A

SOCIAL NETWORKS SCAMORFAKE LINK ON SO
NETWORK PLATFORMS




RISKY BEHAVIOR ON SOCIAL MEDIA

oYy

1/3 1/5 1/6

5hbQ¢ [ hD h} ¢ 5hbQ¢ /197 Y [ LIHAVYE NO IDEA IF
AFTER EACH SESSION BEFORE SHARING THEIR SETTINGS ARE

PUBLIC OR PRIVATE

LESS THAN HALF ONLYHALF

USE A SECURITY TOOL TO PRO  USE PRIVACY SETTINGS TO CONTROL
AGAINST SOCIAL NETWORKING TI  WHAT INFORMATION THEY SHARE
AND WITH WHOM



{h/L!'[ aGCw9b9alo{éK

CONSUMERS ARE ONLY AS SECURE AS THEIR CIRCLE OF SOCIAL
NETWORK FRIENDS (INCLUDING FRIENDS OF FRIENDS)

36%

HAVE ACCEPTED
FRIEND REQUESTS
FROM PEOPLE THEY DO
NOT KNOW

3/10

HAVE RECEIVED POSTS OR
MESSAGES THAT THEY
SUSPECT ARE NOT ACTUALLY
FROM FRIENDS

i
?




SOCIAL NETWORK STRESSORS REVEALED

306%

OF SOCIAL NETWORK USERS
CHECK THEIR SOCIAL
NETWORK AS SOON AS THEY
CAN AFTER WAKING UP

2 (%]

ADMITTHAT, UPON GETTING TO WORK, FEED, L[ ¢, 21 9b ¢1 9,
THEY ARE MORE LIKELY TO CHECK THEIR REPLY TO A SOCIAL NETWORK
MAIN SOCIAL NETWORK ACCOUNT MESSAGE WITHIN A FEW HOURS
THAN WORK EMAILS

16% @

WOULLCEND ARELATIONSHIP
AS ACONSEQUENOESEEING
SOMETHINGHEYDIDNOT
LIKEABOUT #AERSORNNLINE

2 8%




I hb{'aow{QIQ 9/ ' wL¢
HIGH MARKS FOR SOME SECURITY FUNDAMENTALS

8% 83% /8%

DELETEUSPICIOUS HAVE AT LEAST A 5hbQ¢ ARTAGHMENTS
EMAIL$ROM PEOPLE BASIANTIVIRUS ORLINKIN UNSOLICITED
¢l 9, 5hbQ¢ YbBGLUTION EMAILORTEXTS

N

GOOD JOB

v/




I hb{'aow{QIQ 9/ ' wL¢

l'¢ {¢L[[ awhha Chw Latwhz+9a9b¢e¢dq
DO NOTTHINK ABOUT DO NOTAKE STEPS SECURE
CYBERCRIME WHBNLINE THEIR PERSONAL INFO WHEN
BECAUSEHEYODO NOEXPECT ACCESSING TINEERNET

THAT IT WILL HAPPEN TO THEM

aﬁ




I hb{'!'aow{QIQ 9/ ! wL¢ .
alb, hb[Lb9 !5'[¢{ 5hbQ¢ Ybh2z hw w

5

MALICIOUS SOFTWARE ACTS

4070 49

DO NOT KNOW THAT A VIRUS OR AGREHEHAT UNLESS THEIR COMPUTER
MALWARE CAN ACT IN A DISCRETE I w! {1 9{ hw Dh9{ {[h?
FASHION, MAKING IT HARD TO KNOW IFHEIR COMPUTER IS INFECTED
RECOGNIZE IF A COMPUTER HAS WITH A VIRUS OR MALWARE

BEEN COMPROMISED

1t




I hb{'aow{QIQ 9/ ' wL ¢
' b5 /hb{!a9w{ 5hbQ¢ Ybh2z 1 h2 ¢h tw

550 3110 48%

I w9 b Q% SUWREHEIR 5hbQ¢ | b59w{ ¢! bAREONIYISINGL {
COMPUTER IS CURRENTLYOF CYBERCRIME OR HOW TOBASIC ANTIVIRUS
W/ [ 9AND EREE FROM  PROTECT THEMSELVES PROTECTION
VIRUSES ONLINE

3533@}



STRONG PASSWORDS STILL KEY

o

NEARLY HAKOY%

HAVEBBEEN NOTIFIED TO CHANGE THEIR PASSWORD BE
THEIFPASSWORD OR PRIVACYGRAFROMISED

TO FBACCOU NTRISDPLE HAVE RECEIVED NOTIFICATIONS TO CHANGE

PASSWORDP®RFOLLOWING COMPROMISE

'SR NG

EMAILZ /% SOCIAL NETWOR®»% BANK ACCOUNIH%%




STRONG EMAIL PASSWORDS STILL KEY

EMAIL IS A POTENTIAL GATEWAY FOR CRIMINALS LOO w
FOR PERSONAL / CORPORATE INFORMATION Z N\

WHAT PEOPLE SENLEBMIL:

506 42% 22% 17%

PERSONAL WORK RELATED BANK PASSWORDS FOR
PHOTOGRAPHS DOCUMENTS AND STATEMENTS OTHER ONLINE
CORRESPONDENCE ACCOUNTS

D * % % Kk k

YET4OO/O5th¢ 'f9 /hat[9- t!{{2hw

PASSWORDS REGULARLY



WHO IS AFFECTED MOST BY CYBERCRIME?

HIGHEST NUMBER OF CYBERCRIME CYBERCRIME VICTIMS MORE
VICTIMS FOUND IN: LIKELY TO BE:
RUSSIA
000/, MALEc 71%(J
O (COMPARED TO 63% OF FEMALES)

MILLENNIAL75%

_ OF BABY BOOMERS)

CHINA

84%

SOUTH AFRICA

807,

AND:
A MOBILE INTERNET USERS
A SOCIAINETWORKSERS




CONCLUSION

$1 1OBILLION

THE COSTS OF CYBERCRIME ARE CRIMINBN: LOST
IN JUST 12 MONTHS

556 MILLION VICTIMS

1.5SMADULTS BECOME CYBERCRIME VICTIMBAYERY
¢ I a8MICTIMS PER SECOND.

CHANGING FACE OF CYBERCRIME

MORE ONLINE ADULTS THAN LAST YEAR INDICATED THAT
THEY HAVE FALLEN VICTINEMW FORMSF CYBERCRIME
SUCH AS THOSE FOUNISOGIAL NETWORKS OR MOBILE
DEVICES&A SIGN THAT CYBERCRIMINALS ARE START g,
FOCUS THEIR EFFORTS ON THESE INCREASIN(
PLATFORMS

I hb{'a9w{ 5hbQt

CYBERCRIME HAS CHANGED
T [ C hC hb[Lb9 ! 5 RECOGNMEAMQC
a![2!w9 hw /,.9w/wLa9 '/ ¢{ 1!
KNOW HOW TO PROTECT THEMSHELYES9 w/ wL alL b!
METHODS HAVE CHANGEDIDT ONLY DO THEY WANT TO
l'+hL5 59¢9/¢Lhb Chw !'{ [hbD !
CHANGING THEIR TACTICS TO TERSEGROWING

MOBILE PLATFORMS AND SOCIAL NETWORKS:
CONSUMERS ARE LESS AWARE OF THE SECURITY RISKS.

STRONG PASSWORDS KEY

EMAIL ACCOUNTS CAN BE A GATEWAY FOR CRIMINALS
LOOKING FOR PERSONAL AND CORPORATE INFORMATIOI
WITH PEOPLE SENDING EVERYTHING FROM PERSONAL
PHOTOS TO WORK RELATED CORRESPONDENCE TO BAN
STATEMENTS AND PASSWORDS FOR OTHER ONLINE
'/ /h!be¢{d ! b5 _ 9COMPLEXPASSWORDS |
OR CHANGE THEIR PASSWORDS REGULARLY




